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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TR 33.894 [1].
2
References

[1]
3GPP TR 33.894 "Study on applicability of the Zero Trust Security principles in mobile networks"
3
Rationale

As motivated in an accompanying contribution, it is proposed to adopt a different approach for the study and include a placeholder in the TR 33.894 [3] for an evaluation of the current security mechanisms with respect to the zero trust tenets of [1]. Such an evaluation can help identify the gaps if any and hence develop the key issues and potential solutions.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in [1].

**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[a]
NIST Special Publication 800-207 Zero Trust Architecture
**** Next Changes****

X
Evaluation of the current security mechanisms

Editor's Note: This clause contains an evaluation of the current security mechanisms with respect to the zero trust security tenets described in [a].

X.Y
Tenet #Y: <Tenet Name>
Editor's Note: This is the template for zero trust tenet analysis and for the evaluation of the relevant security mechanisms if any. This template is to be removed before the TR is sent for approval.
X.Y.1
Description
Editor's Note: This clause gives a short description of the tenet, any necessary details to put into the 5G System context and its relevance.
X.Y.2
Relevant security mechanisms
Editor's Note: This clause lists the relevant specified security mechanisms if any.
X.Y.3
Evaluation
Editor's Note: This clause gives an analysis and a stand point on the sufficiency of the relevant security mechanisms and identifies any potential gaps that would require a more thorough study.
**** End of Changes****

